ANALYSIS

What has been the ICO’s
attitude to GDPR enforcement?

Victoria Hordern of Bates Wells considers what we can learn from the ICO’s actions so far.

law that is not consistently
enforced is arguably not worth
the paper it’s written on. The

General Data Protection Regulation
2016/679 (GDPR) was designed to
strengthen the rights of individuals and
the powers of regulators. The GDPR
deliberately has an anti-trust style
approach to fines e.g. 2% or 4% of
global annual turnover. It’s a frame-
work which allows data protection
authorities to bring out a hefty stick
when they consider it to be justified. In
particular, there had been concerns
under the previous regime of the Data
Protection Directive 95/46, that many
EU Data Protection Authorities had
limited ability to issue fines and so
were without proper deterrents to
punish bad practices. For sizeable
multinationals, the fines that those
Data Protection Authorities imposed
were small change.

Since May 2018 Data Protection
Authorities in the EU have begun
enforcing the GDPR. To date, Spain
appears to have been the most frequent
enforcer. However, at the time of writ-
ing, Ireland has not issued a fine under
GDPR. The biggest GDPR fine
imposed so far has been the €50 million
fine against Google in France in Janu-
ary 2019. Unsurprisingly, shortly after-
wards, Google indicated that it would
appeal the fine. One of the conse-
quences of regulators issuing multi-
million euro fines to global players is

(DPAs), this could become a pattern
which, paradoxically, leads to lower
fines. Appeals of regulators’ decisions
take up valuable time and resources for
them. Will the DPAs across the EU be
able to take on the substantial players if
levying high fines will bring legal
challenges? If regulators face increasing chal-
lenges to the enforcement actions they
impose, governments will need to step up to
ensure that regulators are given proper inde-
pendence and resources to carry out their
role effectively.

ENFORCEMENT IN THE UK

What about GDPR enforcement activ-
ity in the UK? The Information Com-
missioner, Elizabeth Denham, publicly
indicated in one of her myth-busting
blogs in 2017 that it was scaremonger-
ing to suggest that the Information
Commissioner Office (ICO) will be
making early examples of organisations
for minor infringements or that maxi-
mum fines will become the norm. And
this is broadly how the past two years
have unfolded.

While there is no legal requirement
on the ICO to publish its intentions to
fine, it did so for British Airways and
Marriott International Inc. in July 2019
because both companies were under
public reporting obligations due to
their position as listed entities. There-
fore, the ICO’s statements on the two
companies were in response to the
public announcements that the two

The ICO has been criticised as
being slow off the mark in
enforcing the GDPR.

that those global players are more
likely to appeal. Faced with the
prospect of shelling out €50 million,
evidently Google decided that it was
worth opposing the fine despite the
associated costs of fighting the action.
For Data Protection Authorities

companies had themselves respectively
made. Once an intention to fine is given
by the ICO, there is a six-month period
within which the organisation has the
opportunity to put forward its argu-
ments. But this period may be extended
by agreement between the ICO and the

organisation — this appears to have been
what has happened with both BA and
Marriott since we have not yet (at the
time of writing) seen confirmation of any
GDPR fines for these two companies!.

But there was an early GDPR
enforcement action in October 2018
where the ICO issued an enforcement
notice against a Canadian company,
Aggregate 1Q. Under the enforcement
notice, Aggregate IQ was required to
notify the Information and Privacy
Commissioner of British Columbia
that it had deleted the personal data of
UK individuals within 30 days. What
was interesting about this regulatory
action is that it related to an overseas
company (a reminder that GDPR regu-
latory powers are extra-territorial). It
also involved the ICO working with a
regulator outside the EU (although Eliz-
abeth Denham having previously held
that role in British Columbia presum-
ably helped!) and it was a response to the
Cambridge Analytica data scandal.

We haven’t seen any enforcement
action yet by the ICO in other areas
where it has been focusing its energies,
for instance, in the world of adtech.
Many will be aware that the ICO has
been spending time and resources deal-
ing with the complaints it has received
about the use of data by the adtech
industry (particularly real time bid-
ding). The ICO identified the adtech
sector as a priority, produced an update
report in June 2019 and has indicated
recently, in a January 2020 blog, that
certain changes have already been made
by the industry to deal with the ICO’s
However, despite this
progress towards compliance by some
players, the ICO highlights that others
have their ‘heads firmly in the sand’ and
consequently anticipates taking formal
regulatory action in due course.

Or what about the use of cookies?
As is well known, the advent of the
GDPR influenced the concept of con-
sent under the Privacy and Electronic
Communications (EC Directive) Reg-
ulations 2003. The rules are pretty clear.

concerns.
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You need to obtain prior consent (to
the GDPR standard) before placing
cookies/ trackers that are not strictly
necessary (or required as part of a com-
munication transmission) onto a user’s
device. But compliance with this rule is
not widely practised! Many websites
are still getting to grips with the impli-
cations of the requirements. Arguably,
a lack of regulatory enforcement in this
area encourages an environment where
organisations consider compliance to
be optional.

The ICO has been criticised as
being slow off the mark in enforcing
the GDPR. While there are situations
where perhaps a firmer and more rapid
response would be welcome, Article 83
requires the ICO to ensure that any
fine imposed is effective, proportionate
and dissuasive.

THE FIRST GPDR FINE FROM
THE ICO
The first GDPR fine issued by the ICO
was in December 2019 where a London
based pharmacy was fined £275,000.
Unfortunately, the way Doorstep Dis-
pensaree Ltd (Doorstep) handled its
data protection compliance was wrong
from the beginning. As a company that
supplies prescriptions to residents at
care homes, it was regularly dealing
with health information (i.e. special
category data) of vulnerable individu-
als. What it had failed to do was imple-
ment a system for securely retaining
and disposing of the documents associ-
ated with the prescriptions. So it had no
suitable policies detailing the process
that would be followed, it had no clear
training framework for staff, and the
arrangement with the third party
processor it engaged to dispose of
documents was clearly not working.
Significantly, the ICO became
aware of the poor practices of
Doorstep because of an investigation
being carried out by another regula-
tor — the Medicines and Healthcare
products Regulatory Agency
(MHRA). It was the MHRA that
located unlocked crates, bags and a
box with 500,000 documents contain-
ing personal data on Doorstep’s
premises. The documents contained
names, addresses, dates of birth, NHS
numbers and medical information. A
number of the documents dated back
to 2016. The MHRA promptly

informed the ICO and the ICO
began communicating with Doorstep
seeking to obtain further information
about its data processing practices.

Regrettably  the response of
Doorstep to the ICO was not con-
structive and eventually the ICO had
to issue an Information Notice as
Doorstep did not answer the ICO’s
questions. Doorstep then went on to
appeal the Information Notice on the
grounds that to comply with the Infor-
mation Notice would involve it in a
risk of self-incrimination (an exception
permitted under s. 143(6) Data Protec-
tion Act 2018) since it was the subject
of a criminal investigation by the
MHRA. The Tribunal ruled against
Doorstep because it provided limited
information about the scope of the
criminal investigation and the scope for
self-incrimination.

Eventually Doorstep provided
information to the ICO but it was
unfortunately inadequate, comprising
policies that had not been updated for
the GDPR, poor practical guidance for
staff and reliance on template proce-
dures that had clearly not been imple-
mented. Although Doorstep began to
improve its GDPR compliance as a
result of the ICO’s involvement, the
ICO considered the breaches to be too
serious. It imposed a monetary penalty
notice and an enforcement notice.

The focus of the ICO’s enforce-
ment action, and why it considered a
penalty was justified, related to non-
compliance with Articles 5(1)(f), 24 and
32 as well as Articles 13 and 14. In other
words obligations around security
measures, accountability and trans-
parency. Importantly, it did not matter
that there was no evidence that any
unauthorised person had accessed the
data. Nor did it matter that no harm
was demonstrated. While the Penalty
Notice appears to reveal other areas of
non-compliance, it is significant that
these areas are not ones the ICO chose
to enforce against Doorstep. For
instance, while the Penalty Notice
refers to obligations of Data Protection
by Design and by Default, the failure of
Doorstep to implement such measures
does not appear to have been a factor in
the fine. Additionally, the Penalty
Notice refers to a third party processor
who Doorstep blamed for the non-
compliance. No contract between

Doorstep and the processor was pro-
duced to the ICO, which would sug-
gest a breach of Article 28, but again the
ICO does not focus on this omission.
Moreover, in Doorstep we have an
organisation whose core activity was
processing health data (potentially on a
large scale), but there is no discussion
in the enforcement notices of whether
Doorstep had breached Article 37
(appointment of a DPO) nor Article 35
(carrying out a data privacy impact
assessment).

Doorstep got it so badly wrong
because it failed to understand its obli-
gations under GDPR. It acknowledged
the powers of the ICO too late and
adopted a cavalier attitude to compli-
ance. The fine was originally intended
to be £400,000 but the ICO reduced it
(NB. the previous policy of a discount
for early payment has vanished). It
appears that this was due more to the
financial position of Doorstep rather
than any enthusiasm from Doorstep to
make up for its poor level of compli-
ance. Given the number of individuals
affected by the contraventions and the
sensitive data at stake, potentially the
fine should have higher.
Although, while the non-compliance
appears to have stretched back to 2016,
the ICO only considered the period of
25 May 2018 — 31 July 2018 in review-
ing what enforcement action under the
GDPR it should take.

Curiously, the Penalty Notice also
refers to a requirement which appears
to contradict ICO guidance elsewhere.
So the Penalty Notice indicates that, as
Doorstep’s Privacy Notice did not state
the Article 9 (processing special cate-
gory data) condition, this was a contra-
vention. However, the ICO’s guidance
on special category data (published
November 2019) states that an organi-
sation does not have to state which
condition under Article 9 it is relying
on in the privacy notice. Evidently
organisations need to understand what
the regulator’s expectations are in order

been

to consistently aim for compliance.

SO WHAT ARE THE

IMPLICATIONS?

The assessment of the action against
Doorstep offers a useful case study of
the ICO’s GDPR enforcement. Clearly
this was an example of gross non-com-
pliance given the sensitivity of the data,
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number of affected individuals and
substantial gaps in GDPR compliance.
In both the Penalty Notice and
Enforcement Notice the importance of
accountability and  evidence  of
accountability is evident. The Enforce-
ment Notice sets out the requirement
on Doorstep to update policies, proce-
dures and Standard Operating Proce-
dures to ensure compliance with data
protection law including explaining
staff responsibilities, giving advice to
staff on data handling and secure
disposal. Additionally, Doorstep must

appoint a staff member to ensure that
security measures are adhered to and
to investigate security incidents. The
ICO also requires Doorstep to insti-
gate mandatory staff training and regu-
lar refresher training every 2 years and
ensure staff are familiar with policies
and procedures. One of the lessons of
the Doorstep enforcement action is to
ensure an organisation has a proactive
approach to engaging with the ICO;
everyone across an organisation
should understand the importance of
responding promptly to the ICO.

Victoria Hordern is Partner and Head of
Data Privacy at Bates Wells.

Email: V.Hordern@bateswells.co.ukl

1 We believe the ICO is currently
considering the representations that
have been made by both companies
to decide what action to take.
Additionally, the companies and the
ICO have reportedly agreed to an
extension of the regulatory process
until 31 March 2020.
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UK seeks an independent data

protection policy

Full alignment with the GDPR cannot be taken for granted any longer
as Boris Johnson, the Prime Minister, steers away from commitments
made in the Withdrawal Agreement. By Laura Linkomies.

he UK’s negotiating mandate
with the EU on the UK-EU
future relationship, published
on 27 February, states that the “UK
will have an independent policy on

data protection at the end of the
transition period and will remain

committed to high data protection
standards”. This strategy is set and
the focus is now on making it work.
The UK is seeking two adequacy
decisions from the EU (one under

Continned on p.3

|ICO publishes final online Age
Appropriate Design Code

DPIAs, high level privacy settings and switching profiling “off” by
default are aspects required by this code, subject to Parliamentary
approval. By Ben Slinn of Baker & McKenzie.

n 21 January 2020 the ICO
published its Age Appro-
priate Design Code of prac-

tice for online services following a
public consultation in April 20191,
The ICO is required to prepare this
statutory Code under Section 123 of

the Data Protection Act 2018. In
terms of next steps, the Code needs
to be approved by Parliament, and
following such approval there will be
a 12-month transition period before

Continued on p.4
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Negotiations on EU-UK future
relationship start in Brussels

The first round of the EU-UK future partnership negotiations have
started, and will be followed by further negotiation rounds every
two to three weeks in Brussels and in London. A high-level meeting
is planned for June 2020. For data protection, if negotiations on
adequacy for data transfers from the EU to the UK are simply at a
technical level, the proposed timescale (end of 2020) could just be
workable. However, at a political level, if data protection is used as a
bargaining chip in the negotiations, things get much more
complicated.

In the meantime, the UK is starting to conduct its own adequacy
assessments (see p.1). It is hoped that the UK adequacy assessments
and decisions can be taken more quickly than the EU has done, but
this remains to be seen. For now, everything remains business as
usual as the GDPR will continue to apply in the UK, and UK and
EEA-based controllers will not need to take any immediate action.
But as the Prime Minister seems to be more than willing to steer
away from the GDPR, we need to monitor developments closely
and, no doubt, organisations are paying even more attention to
alternative transfer mechanisms.

In this issue we assess developments in biometrics (p.19 and p.22),
and the emerging Children’s Code which still needs Parliamentary
approval but will signify a shift in attitudes and practice (p.1). A
different kind of dilemma is the interface between anti-money
laundering and data protection laws. Can there ever be common
ground? Perhaps, suggests our correspondent on p.14.

The ICO is considering its role in the data ethics debate with a
view to launching a public consultation in the second quarter of
2020. Read my interview with Ellis Parry, who is the ICO’s newly
appointed Data Ethics Adviser, Technology and Innovation. The
ICO is again expanding its horizons to new areas (p.7).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you wish to contribute to PLEB UK Report? Please contact
Laura—TEimkomes; —Editor —(tel—=447 (0)20 8868 9200 or
email:|laura.linkomies@privacylaws.com) to discuss your idea, or
offer to be interviewed about your organisation’s data
protection/Freedom of Information work.
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